Abstract-Delivering mHealth applications requires a mHealth ecosystem and this paper will present the development of an ecosystem of mHealth applications to be deployed at remote and rural villages that do not enjoy the same health benefits as in urban areas. Some evidence was found to indicate advantages of mHealth applications in supporting healthy living and wellness behavioural change among the people. The fundamental principle of an ecosystem is to enhance the participation of all the stakeholders and to understand the big picture of the work process holistically. The stakeholders include developers, telecommunication providers, patients, caregivers, healthcare providers, the Ministry of Health and other government sectors. It is important to balance the commercial interests and the peoples' needs. For the last decade, commercialised mHealth applications are increasingly available to target heterogeneous audiences and address specific health needs. With that, research interest in mHealth is also increasing together with the complexity of the ecosystems that impact all the stakeholders. We will present the development of protocols and privacy from lessons learnt to increase the effectiveness of mHealth in practice and to allow better understanding for future development and employment. We have also conducted a pilot participatory study at four telecentres at rural areas in Malaysia using commercialised mHealth systems.
I. INTRODUCTION
According to a recent report [1] , mHealth application is increasing in an exponential growth offering mobile healthcare solutions. mHealth is "the delivery of health care services via mobile communication devices." [2] . Its market is currently in the commercialisation stage whereby the revenue is generated by mHealth services and hardware sales. Despite the huge increase of sales, mHealth is still lacking of guidelines and regulations. These issues are significant barriers to creating an integrated mHealth solution application.
At present, many mHealth applications target only medical stakeholders, such doctors, nurses/caregivers and patients. Multiple health care providers (HCPs) could serve multiple patients every day or during hospitalisation. Small but growing evidence have shown that mHealth applications can improve diagnosis, patient information and hence could increase administrative efficiency [3] .
We have conducted several community-based pilot participatory studies to different rural communities using two commercialised mHealth applications and an in-house mHealth system based on a proposed mHealth ecosystem. We employed these mHealth applications with emphasis on patients with hypertension and obesity. Questionnaire-based needs analysis and interviews were conducted. The patients were recruited amongst those who went for community health screening at the telecentres and clinics. With the support of the State Director of Health Department, participants were recruited also at the local clinics. All participants in this study were briefed and requested to sign an informed consent.
The concept of mHealth application is to store and send health reading data wirelessly to a cloud-based remote server. Doctors can view the data at regular basis remotely from a website. Throughout the process of the participatory study, we gave some thoughts on the future designs and interfaces of the mHealth applications with the current shortcomings with the stakeholders. We jointly work together with developers and telecommunication industries to answer the shortcomings of the designs, which later should elucidate which of the mHealth applications are beneficial for appropriate situations in terms of cost and speed for health care decision making while still engaging the rural communities.
The Malaysian Communications and Multimedia Commission (MCMC) is a regulatory body that aims to promote and regulate Internet access to applications and services environment to end-users. To date, there is 2,175 telecentres in Malaysia built for rural communities with access to computers and the Internet to gather information and communicate with others. We selected four telecentres and each at Kampung Serasot, Lubok Antu and Meradong in Sarawak Borneo and Yan Kechil, Kedah for this study.
The aims of our work are to determine the important issues facing the implementation of mHealth from the perspective of those working in health care, patients or healthy people, private mHealth developers, telecommunication industries; and to develop an ecosystem for mHealth applications for all stakeholders. The involvement of mHealth developers is necessary to diverse the design of the application with a clear focus on the technology and practice; telecommunication industries is to ensure persistent connectivity of the health services; health care sectors including health care practitioners (e.g. doctors, nurses) and policy makers (people at the federal health
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II. NEEDS ANALYSIS
We identified at least 90 heads of household to participate in filling-in the baseline questionnaires at each community. The questions included the general demographics of the community, such as their education level, annual income, occupation, health cases, information transfer and the use of the Internet. Interviews and focus groups were also carried out. The detailed findings can be found in [4] .
A. Rural Dweller's Predicament
In Malaysia, rural areas are remote with different challenges based on their geographical locations (hence, the lack of transportations), sparse population, lack of health facilities and services, and low-income status. Based on the Kampung Serasot needs assessment, more than 50% of the 90 participants earned less than USD$330 per year [4] . A high number of them are elderly people who are either farmers or unemployed, and their monthly gathered expenditures were more than USD$20 per month. The rural communities at Kampung Serasot, Lubok Antu and Meradong have poorer health status due to lower water quality, poor health hygiene, insufficient rubbish and waste disposable, and/or lack of access to primary and secondary care. According to village community committee members at Kampung Serasot and Lubok Antu, many of the older residents have no means of transportation. They would either walk for hours or days or get local transportation, such as "illegal taxis", logging trucks and boats to access the nearest clinic and/or hospitals. This sort of journey is undesirable especially for the elderly. Furthermore, the cost incurred to travel from patients' homes to the nearest health clinics and/or hospitals would be very high. Therefore, most patients only visit health clinics and/or hospitals when they are very ill, do follow-up checks and/or to collect their medications. Only a small number of rural villages who live deep in the jungle without any other access routes to the main roads and have a landing zone, would enjoy the monthly by Flying Doctors Service as one of the primary health care services provided by the Ministry of Health in Malaysia. Unfortunately, the service is being reduced due to the high cost. Thus, there is need to find a more costeffective way of covering health needs and providing health services in rural and remote areas.
B. Patients, Participants and Community Perspective
When asked on their preferred health facilities, 82% of the participants favour health clinics. Depending on their health conditions, 73% would opt to visit the general hospital or nearby clinics. Only 36% of the patients were inclined towards going to private clinics for severe cases, such as sudden cardiac arrest, surgery and routine check-ups. A small number of participants may still practise traditional medicine, whereby they use food and local wild plants as medicine.
More than 50% of the patients chose government-based health clinics and hospitals as these services are almost freeof-charge. These are a lot more affordable as compared to the cost charged at private health clinics. About 80% of the patients stated that cash, is a cost impediment to getting proper healthcare and treatment, followed by the lack of local transportation services to the nearest medical centres.
We found that pre-hypertension and hypertension is the most prevalent disease afflicting the people in Malaysia [1] and the participants in the communities [4] . When asked the types of information and knowledge that the community would be interested, more than 50% of the respondents are interested in health information, followed by information on agriculture, education and religion.
Participants, who are hypertensive, or pre-hypertensive, are advised to have their blood pressure checked regularly so that they know the importance to keeping their blood pressure normal and heart healthy. Unfortunately, the distance from the participants' home to the nearest health clinics and hospital may be a deterrent as the journey may be costly to them. Nevertheless, patients still want access to quality healthcare.
C. Medical Perspective
In some parts of Malaysia, there is still a shortage of medical practitioners in rural and remote areas. Hence, people who reside in these areas often have limited access to healthcare services. There are a high number of elderly people living in remote villages, who are less likely to seek medical assistance and get regular check-ups. Some rural areas that have medical facilities may not be equipped to handle transitional care or follow-up care.
Given the high prevalence of hypertension in Malaysia, the need for remote health monitoring in the country will be examined based on the initial consideration of the limited health care delivery to the rural and remote areas, the topographic of the country, and the limited transportation. From the collected statistical data at the nearby clinics at those four selected sites, there is relatively high distribution of hypertensive and diabetic patients. With the increasing number of hypertension patients, regular blood pressure (BP) monitoring has become increasingly important to ensure better blood pressure control to keep patients at the lowest possible cardiovascular risk.
There is also a need to better understand and improve the health of rural community. The initiative program by the Ministry of Health seeks ways for the improvement of rural health services and they are as follows [11, 12] .
(1) To schedule a yearly health screening; (2) To conduct a follow-up care after major illness, at least every 3 months; (3) To reduce the number of defaulters i.e. people who do not turn up for regular check-up; (4) To detect ailments that occurs in specific areas;
(5) To develop healthcare programmes that is relevant to those areas; (6) To reduce cost and risk for patients.
There is a yearly health awareness programme for the community that is conducted by the medical staff at the rural clinics. These awareness programmes are mainly about disease outbreak, for example H1N1, dengue and malaria. Yet, healthy lifestyle, such daily food diet, is only shared to individual patients who had visited the clinics. Additionally, more than 70% of the patients rarely and/or have not heard or even read on healthy living. This may be due to their low education level (as a number of them are unable to read and write in English), disinterested in healthy lifestyle, inconvenience in seeking treatment, lack of resources on healthy living and healthy diet, and increasing portion of meat and salt indulgence in their daily food intake.
III. ISSUES AND CHALLENGES
Technological advances in mHealth applications [1, 5, 6, 7, 8] have brought about by the availability of valid and easy-to-use automated ambulatory monitoring devices, such as blood pressure monitor, oximeter, glucometer and weighting scale. These monitoring devices allow the measurements to be automatically transmitted via wireless 3G network or WIFI to a remote server over-the-cloud whereby medical doctors and healthcare givers can view the data at regular basis remotely from a website and mHealth application.
The two commercialised mHealth systems that were used in the project were the Ericsson Mobile Health [5] and Zilant Wellness Platform Embedded Wireless [6] mHealth systems. The developers of these mHealth applications have team-up with telecommunication industries to ensure exclusive and sufficient bandwidth connectivity being provided. These commercialised mHealth applications originally are home monitoring platform to facilitate an elderly care or a patient at home. A number of reviews concluded that remote health monitoring is feasible in the management of chronic disease [4, 8, 9] however the use of the applications in rural villages for a community seems to be lacking.
Telecommunication industries play an important role as an enabler for mHealth. They are to provide a robust telecommunication environment, sufficient bandwidth connectivity, data and network equipment to deliver mHealth solutions. The infrastructure of the Internet technology has to be improved to support mHealth usage in rural areas. Third generation (3G) and wireless networks are easily available in urban areas but not in rural and remote villages. Only a few privileged communities in Malaysia have cellular and/or Internet infrastructures. A Very Small Aperture Terminal (VSAT) is usually used in terrestrial remote locations for satellite Internet access. VSATs infrastructure aims to enable seamless global network coverage; unfortunately not all VSATs are installed in rural areas functioned to the fullest.
The technical issues that we faced are the high cost of installing a VSAT solar power system (which comes with solar panels and storage batteries to support a rural area that is without electric power supply), high maintenance, limited bandwidth connectivity, low reliability of the Internet services and uncertain security and privacy involving patients' data.
Commercialised home monitoring platform architecture is as illustrate in Figure 1 . Heath care providers are medical doctors, nurses and/or caregivers. In a home monitoring architecture, each patient is given a set of mHealth system. Caregivers facilitate an elder care and/or a patient, and could also view multiple patients under his/her care. To date, many mHealth applications are available in the market; a review stated that we have failed to develop mHealth initiatives that are so easy to use and apparently useful to large numbers of people who would want to regularly use them over time. mHealth research projects have focused on community rather than limited to small scale and individual patients [6] . The opportunity of mHealth has become vast to cover technical issues, privacy of the people and policy making.
IV. MHEALTH ECOSYSTEM
To implement mHealth applications to communities, an mHealth ecosystem is required to ascertain the effectiveness of the mHealth applications. The proposed mHealth ecosystem in Figure 2 shows the overview of the interconnected healthcare system with the different stakeholders -patients/healthy people, telecommunication providers, mHealth developers, healthcare takers, hospital/clinics, medical practitioners, and the Ministry of Health (MOH). It is vital to collaborate with all these stakeholders (may be more in the future, e.g. insurance companies, pharmacies, dispensaries, epidemiology, etc.) to deliver mHealth solutions to the community in both urban and rural areas. mHealth architecture allow innovation in easing health practices and application development, as well as maximising usability across a broad range of health objectives. The architecture has to holistically couple with a mechanism to update sharing components, disease and treatment protocols, best practices learnt and policies changing. All the stakeholders play vital roles; medical practitioners will create protocols for taking BP, glucometer and etc., and emergency guidelines for caregivers and patients, similar to a real clinic environment. Each nurse or medical assistant is assigned to a group of patients to oversee. Another nurse is not permitted to view patient records under that nurse. The GP however may view all patients' records. The caregiver does not necessarily have to be a medical practitioner.
At a remote site, the patients will use the equipment to record their blood pressure (BP), weight and sugar levels. Henceforth, all these health data are known as the patient's Personal Health Record (PHR). The PHR will be recorded in the local system and synchronised to the Cloud (basically a virtual storage which should ideally be in the control of the respective Health authorities).
The patients at this point are privy to their PHR. The PHR may be viewed by the caregiver, who may be given some training on post-test in case anything untoward happens, such as abnormally high readings of the patients.
At the hospital or clinic, the medical doctors will be able to retrieve the PHRs of patients and monitor their health status remotely. Should there be a need for the patients to seek treatment a referral will be made online by the medical doctors, where the patients are requested to go to the nearest hospital. The diagnosis and referral will be updated to the patient's PHR. The hospital will also receive the PHR including the diagnosis, to allow the specialists at the hospital to provide the necessary treatment to the patient. The treatment provided and any further tests will be updated to the patients' PHR through the mHealth System and to the Cloud.
A key feature will be when the medical doctors are alerted to PHRs to indicate a potential life threatening condition. In this case, Alerts and referrals are being sent through the system to inform the hospital, the patients, the caregivers and the community leaders. The leaders are informed as the patients may be in areas where there is no communication network; this situation is particularly true in remote areas where the infrastructure are not well developed and where community members are more likely to know the whereabouts of the patients.
With the numerous PHRs of patients being captured, the database of PHRs can be analysed to reveal useful and important statistics for the health of communities, e.g. what are the common health ailments faced by the villagers, which can also indicate possible steps to alleviate or help reduce the health afflictions of that community.
There are a number of critical factors for this ecosystem to work. The stakeholders all have to be on the "same page". In particular, the project manager, the technology providers as well as the health professionals must agree what is going to be done. The holistic approach here would encompass the processes as seen in Figure 3 , whereby the roles and responsibilities of the different stakeholders have to be clearly defined as it is not only one or two parties involved, but the public, private companies and academia that are involved. The figure was created based on the observations and early discussion with all the stakeholders. Controls on who has access to what information must be clearly identified, an area where there may be legal considerations which may take precedence over other rights; e.g. in Malaysia the Personal Data Protection Act is now in place. However, with regards to the PHRs, there are issues of ownership of data that needs to be resolved. The participation of all the stakeholders is necessary to also ensure there are no missing links in the process workflows. The reliability of the system is an important concern; no medical professionals will adopt it, unless the system is fool proof. The participation of all the stakeholders 
to ensure all aspects have been taken account is thus critical to the success of the mHealth system. Given this environment, mHealth developer has to change the application to suit multiple patients putting into consideration the privacy, confidentiality, security, reliability and ownership issues. The overall content and interface may be complex but definitely a technical research challenge that would include the myriad technicality of the mHealth applications, governance, business issues and public-private partnership. It is also important to balance the commercial interests and the people's needs.
V. RESULTS AND DISCUSSIONS
Structured data collection techniques, such as questionnaire surveys were collected from all stakeholders to investigate the overall satisfaction when using the mHealth systems and satisfaction with continuity of remote health care. Usability and feasibility evaluations on the mHealth system were conducted throughout the project duration at four rural sites. The usability aimed to validate and to identify the requirement benchmark of mHealth applications for rural health care. The findings were gathered from observing the weekly health screening and monitoring process. We captured and analysed the behaviours, expressions and conversations that took place between the managers with participants and among the managers themselves. Similar observation approach was done to the HCPs.
The patients were satisfied with the provided health care system and the quality of the state-of-art facility during the weekly health monitoring. They were also comfortable to having the managers to take their health readings on a weekly basis, while not having the doctors around. Each patient was also taught on how to use the BP monitor properly and were recommended to take their own BP. Interestingly, despite their low education level, they were able to use the BP monitor properly. Furthermore, they were able to assist other volunteers and their family members to using the BP monitors.
The HCPs were satisfied with the state-of-art mHealth applications and suggested a few improvements to support new behavioural models in health care driven workflows. They also agreed that non-medical personnel can perform blood pressure measurement correctly by themselves, and the collected blood pressure data is reliable. Thus, it is feasible to conduct this same and/or similar mobile health concept in other rural areas.
An interesting observation was the lack of understanding among the managers regarding the relevance of the mHealth applications to the clinics. They understood the purpose of the study but unaware of the mHealth capability to complement the health services provided by the clinics to add value to the service at the telecentres. Similarly, a lack of understanding was also seen among the HCPs at the health clinics. Hence, a number of critical success factors for this ecosystem to be effective are needed to ensure awareness and understanding is rooted in the work place (in order) for a health care project to be successful. The participation of all the stakeholders is also necessary to ensure that there are no missing links in the process workflows. The reliability of the system is an important concern; no medical professionals will adopt it, unless the system is fool proof. The participation of all the stakeholders in the ecosystem is to ensure that all aspects have been taken account and thus critical to the success of the mHealth applications.
The mHealth application for rural health care is indeed a plausible concept and it is well accepted by the stakeholders, especially the medical doctors and the patients. From the analysed usability results, we have concluded the benchmark requirements of the proposed mHealth applications for rural health care should consider the follows criteria -simple and easy to use, tolerant to errors and resistant to damage, sufficient and accurate content, allow multiple users and interoperability for all systems and devices.
However, the root predicament faced on the usability study was the over low bandwidth connection at the rural areas. The setback of the low bandwidth has caused issues, such as, frustration among users to using the mHealth system, whereby the PHR were not uploaded to a central server and/or missing, and medical doctors are not able to view the patients' health record.
The feasibility and the acceptance of a mHealth application intervention were aimed to study the promotion of healthy living and preventative care in rural area. The success of mHealth has a positive impact to the primary health care services especially in rural areas, cause reduction in cost and the reduction of risks and cost of transportation of patients. According to the doctors, a good chance of success would require a formation of country's policy of telemedicine under the Federal Ministry of Health as well as a continuous designing, monitoring and evaluation at every stage of implementation of the mHealth applications. In order to do so, the myriad technical infrastructure of the mHealth applications, governance, business issues and public-private partnership has to balance the commercial interests and the community's needs. Therefore, the important issues in the design of a mHealth are that it is operational in all situations, in both rural and urban areas, and it is reliable technically and accurate in content. It is always been the interest of medical doctors to educate and empower people to manage their own health and wellness. From this participatory study project, it was observed that the people in the community have bridge the knowledge gap in understanding healthy living.
VI. CONCLUSION
The development of mHealth applications should require an ecosystem that is holistic and involving all stakeholders. The summary of the lesson learnt that can be drawn are as follows.
(a) We have built a health care ecosystem from a model that uses a systematic approach on holistic, interdisciplinary and participatory approach to ensure greater likelihood of success; (b) All stakeholders and entities involved in mHealth and innovation of telehealth systems should cooperate together on the "same page" to define mHealth ecosystem and to ensure a fair partnership.
The initiative and contribution of developing the ecosystem is to focus on the community rather than limited to small scale and/or an individual patient.
We strongly believe that mHealth applications can provide an equal access of health care monitoring to the rural communities. The mobility of the health equipment eases the monitoring routine in the sub-urban and rural areas. Furthermore, it is cost efficient as it reduces the cost of flying doctors and health screening campaign for the underserved community.
According to the newly published GigaOM Pro report, Future of Mobile Health 2011-2016, "Telemedicine and mHealth hold the promise of providing more affordable ways to manage treatment of chronic conditions, facilitate business models for the medical home and offer substantial cost savings from improving drug adherence and monitoring vital signs. This can reduce rehospitalisation-a major source of expenditures in the health system." [10] .
Therefore, mHealth could provide a new direction of community's health care, i.e. take home clinic or paperless clinic. Certain stakeholders have expressed their opinions and suggestions related to the continuation of this study:
• Extending public health monitoring awareness campaigns to nearby villages,
• Establishing alliance between stakeholders,
• Complementing public health facilities with telecentres,
• Extending the feasibility to include behavioural models study.
